The Issue of Psychological Manipulation and Information Warfare as a Threat to Cognitive Liberty
Introduction and Background:
Physical force or territorial conquest are no longer the only methods used in combat and influence in the digital age. States and non-state actors are increasingly using psychological manipulation and information warfare to target attitudes, beliefs, and decision-making processes of the civilian population. These practices pose a direct challenge to cognitive liberty, which is the right of individuals to form opinions, beliefs, and decisions free from coercive or fraudulent interference
Modern information warfare uses digital platforms, data analytics, and artificial intelligence to influence cognition at an extraordinary scale, which is very unlike traditional propaganda. The global population is facing serious ethical, legal, and security issues due to a gap created by the absence of clear international regulations governing these operations.
[bookmark: _Int_9FpwfpNB]Although information warfare is not a new concept, technology has advanced massively. This is because social media platforms, algorithms, and artificial intelligence can be used to automate, customise and quickly spread influence campaigns internationally. These tools enable state and non-state actors to take advantage of social divisions, emotional responses, and cognitive biases with unprecedented efficiency. Some common modern tactics include disinformation campaigns, micro-targeted political advertising using personal data and cookies, deepfakes, the use of fake or bot accounts to spread false information, or even neurotechnology. These methods are often difficult to spot, making it challenging for people to distinguish between genuine information and manipulative propaganda. As a result, prolonged exposure to this could potentially reshape belief systems, divide populations, and erase trust in democratic societies, which can shift the focus of conflict from actuality to inside people’s minds instead.
Key Issues and Challenges:
[bookmark: _Int_26SrpIlt]One of the key issues is the erosion of cognitive liberty and undermining mental autonomy due to information environments being deliberately manipulated. This is because individuals do not have the ability to make informed judgements independently. By bypassing conscious deliberation and targeting emotional triggers, this influence could work subconsciously, therefore challenging the principle of freedom of thought. Today, multiple multinational companies including Google, Disney, CBS, Coca-Cola, and Frito-Lay use a marketing strategy call neuromarketing research service, to measure the preferences of their products and services on consumers. Furthermore, many specialised neuromarketing companies including EmSense, MindLab International, Neurosence and Nielsen, use neurotechnology techniques, like fMRI and EEG, to analyse and predict consumer behaviour. There is a possibility of ‘mining the mind’ through this process, which could not only infer mental processes, but trigger or imprint those processes. For example, a company called Neurofocus tested out subliminal techniques with the purpose of selecting a specific response, that people cannot consciously register, like embedding stimuli shorter than 30 milliseconds. Therefore, there is a need to set up ethical and legal standards for neuromarketing practices.
In addition, states also face a tension between human rights and national security. Although governments may justify using psychological operations as tactical or defensive measures, there is a risk of normalising cognitive intervention against civilians. This is therefore particularly concerning in democracies, where free thought and informed consent are crucial to political participation.
Lastly, democratic processes, such as elections, are seriously threatened by information warfare. By distorting information ecosystems, these practices weaken public confidence and reduce the ability of citizens to engage critically with political decisions.
There is a complexity of advanced AI and neurotechnologies, which makes it difficult for policymakers and the public to fully grasp the potential cognitive impacts from psychological manipulation and information warfare. Existing cyber norms primarily address attacks on infrastructure rather than psychological harm. As a result, cognitive interference on a large scale stays unregulated under international law.
Points to Consider:
What counts as psychological manipulation?
Is algorithmic or emotional manipulation ever consensual?
[bookmark: _Int_qtf9iOGv]Can individuals truly consent if they do not know if they are being influenced?
How do you regulate global platforms without violating sovereignty?
[bookmark: _Int_pkPDp4xU]Are states responsible for protecting the cognitive environments of their population?
[bookmark: _Int_QiKDuZU0]Can societies be made cognitively resilient without censorship?
[bookmark: _Int_CdaaQUb2]What regulations should be set up to ensure neuromarketing companies remain ethical?

Useful links:
https://pmc.ncbi.nlm.nih.gov/articles/PMC5447561/
https://esg.sustainability-directory.com/term/cognitive-rights-framework/
https://www.frontiersin.org/journals/psychology/articles/10.3389/fpsyg.2023.1128996/full
https://info.aiim.org/aiim-blog/information-governance-as-an-information-warfare-countermeasure
https://www.unodc.org/e4j/en/cybercrime/module-14/key-issues/information-warfare--disinformation-and-electoral-fraud.html 
